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Abstract: CTF(Capture The Flag) competition originated from DEFCON Global Hacking Conference in 1996, to replace the
previous way in which hackers competed with each other by launching real attacks. Up to now, this competition has become a
popular competition form in the global network security. PWN is a competition specially designed in CTF competition to simulate
the intrusion of servers in reality. This project tests the player’s ability to exploit and exploit vulnerabilities. By analyzing binary files
with disassembler, we can get “pseudo-code”, find the vulnerabilities in it, and then write the exploit program script. Complete the
simulated intrusion system in the competition, and score corresponding points after the attack. In this paper, the in-depth study of

PWN is of great significance to ensure the security of servers and cyberspace.
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system( “/bin/sh” );
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int a=0x10000;

short b=a;

printf( “%d” ,b);
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INT get_shell()

{

System( “/bin/sh” );

Return 0;

}
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INT vulnerable ()

{

Char buffer[8];

Gets(buffer);

Return 0;

}
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From pwn import * (5 A python 1Ay pwn JF )

lo = process( “./ret2text” ); (¥TH5CAFINACH. )

lo.recvline(); ( #3ZIARE P H N2 )

Payload=b’ A’ *16+b’ BBBB’ + p32(0x8048522)

Q=P 5 VANS S EE V27846 R e 1] AT e
VU - KR A S 4w EBP 3 TR [l k6 B, AR [
HEES S 2L B 0 R EOAE )

87



HERFRE-F4%5-Fo6H-2022%6 A

To.sendline(payload); ( A& %4 FIEHE )

To.interactive(); ( FTFF3C H AL )

AT 0 MU IA S 25 A H AR SHELL A2, Btk
FET

IXA PAAS SR B AS M SO ik, A RAT I R i 55
LR RRFITE, TR process PR AL AL remote PR AL
By

7 PWN [BBHREMEX

WAL TR RL, AR N TR, S
VE R G A 1 1T LB AT FAE A H B2 ORI, PWN
37 T R 2R 713 B 2 % A
(UL, PWN T LA SR i i ) . YRIR AR AE /7
RIS B 1%

SAEETS, Zat AN, BT T MR T s h
(RO R T R P08 TR 75

88

8 45iE

FRATARE LA A A SRR A I A E R S, s
T EREEAREE, BRI T TN TA, Rk
MIRASMHE, WA THEREAMRE, AN
IR B2 Y, TEAER, TR IR HLIS kR AT A1
HR, EHRATEE R

PWN 2 2J 58, ATIXE, $waufe, o 2kat MiRaRs
FLIZ IR PWN A AOFE B B8R, A TR A7k
python JHIAS | Linux () shell J&a, FRIE T HA B 28

5% STk

[1] ZZ.FLAPPYPIGHUBACTFHEI# [M].Jb 5T ALK T2t R
11,2020

[2] JUZAEPWNELE[Z].CSDNIEX,2018.

[3] Magicknight AZFFFU6% > PWN[J]. i 45,2018(8):2.

[4] #EATE.PYTHONRRF & T3l [M].db 5t 35 48 2 R
11,2015,



