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Abstract: Firstly, this paper studied different CTA lists and identified various types of CTAs from government agencies to experts
in the cybersecurity industry. Secondly, this paper combines similar threat actors together to reduce the repetition of actors. Thirdly,
map threat molecules and their capabilities to the characteristics of the FoF environment. Finally, this paper discusses how many

politely overlooked competitors act as threat participants and how the concept of "hacker counterattack” serves as a controversial

debate defense mechanism.
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Top Threats 2018 Okl Nation-States Competitors  Ideologues Insiders Affected FoF Aspect
Malware 1 1 1 05 - Network Connectivity
Web Based o
Attack 1 1 1 1 - Network Connectivity
Web Applicati -
e 1 1 1 1 Network Connectivity
Denial of Servi hd
prt o 1 05 05 1 Network Connectivity
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Phishi Network
g . 5 1 5 . ConnectivityCollaboration
Spam 05 05 05 1 Collaboration
Ransomware 1 1 1 - s All
Insider Threat 1 05 1 05 - All
Physical
Manipulationy 1 1 1 as 1 Flexible automation
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Exploit Kits 1 1 1 - S
Data Breach 1 1 1 1 1 Network Connectivity
Identity theft 1 1 1 1 X Collaboration
Information
o — 1 1 1 os 05 All
CollaborationNetw ork
Cyber espionage - 05 05 05 ConnectivityFlexible
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Total 135 13 135 9 65
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