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Abstract: This paper discusses the role of big data analysis in threat detection and prevention, and emphasizes its importance in
improving the efficiency and accuracy of network security. A series of problems of computer network information security in the era
of big data are discussed in detail, these include data breaches and privacy issues, advanced persistent threats (APT) , internal threats,

and large-scale denial-of-service attack (DDoS). Based on the problem, this paper proposes a big data-driven network security

protection strategy to help organizations better protect their networks from various threats and attacks.
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