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Abstract: IP tunnel security communication is supported by internet security protocol technology. The tunnel security protocol
mainly encrypts and authenticates the IP protocol packets, and the two communicating parties at the network layer ensure the
integrity, confidentiality and anti-replay of packet transmission through encryption authentication, data source authentication, and
integrity verification authentication. In enterprise network management, in order to realize the secure communication between
the headquarters and the branches, the virtual network technology of the IP security protocol can usually be used to establish a
secure channel. This paper uses the research of creating security policy to ensure the security and reliability of IP tunnel network

communication.
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Loopback0:10.0.1.1/24 Loopback0:10.0.3.3/24
Loopback1:10.0.11.11/24 Loopback1:10.0.33.33/24

| Loopback0:10.0.2.2/24
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6.1 X ACL B4R

[R1-acl-adv-3001] rule 5 permit ip source 10.0.1.0 0.0.0.255
destination 10.0.3.0 0.0.0.255

[R3-acl-adv-3001] rule 5 permit ip source 10.0.3.0 0.0.0.255
destination 10.0.1.0 0.0.0.255
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6.2 BlERERWY
[R1-ipsec-proposal-tranl] esp authentication-algorithm shal
[R1-ipsec-proposal-tranl] esp encryption-algorithm 3des
[R3-ipsec-proposal-tranl] esp authentication-algorithm shal
[R3-ipsec-proposal-tran1] esp encryption-algorithm 3des
6.3 €3 IP thill R £ KAk
[R1] ipsec policy P1 10 manual
[R1-ipsec-policy-manual-P1-10] securityacl 3001 [R1-
ipsec-policy-manual-P1-10] proposal tranl
[R1-ipsec-policy-manual-P1-10] tunnel remote 10.0.23.3
[R1-ipsec-policy-manual-P1-10] tunnel local 10.0.12.1
[R1-ipsec-policy-manual-P1-10] saspi outbound esp 54321
[R1-ipsec-policy-manual-P1-10] saspi inbound esp 12345
[R1-ipsec-policy-manual-P1-10] sa string-key outbound esp
simple huawei [R1-ipsec-policy-manual-P1-10] sa string-key
inbound esp simple huawei
[R3] ipsec policy P1 10 manual
[R3-ipsec-policy-manual-P1-10] securityacl 3001 [R3-
ipsec-policy-manual-P1-10] proposal tranl
[R3-ipsec-policy-manual-P1-10] tunnel remote 10.0.12.1
[R3-ipsec-policy-manual-P1-10] tunnel local 10.0.23.3
[R3-ipsec-policy-manual-P1-10] saspi outbound esp 12345
[R3-ipsec-policy-manual-P1-10] saspi inbound esp 54321
[R3-ipsec-policy-manual-P1-10] sa string-key outbound esp
simple huawei [R3-ipsec-policy-manual-P1-10] sa string-key
inbound esp simple huawei
6.4 R RN A
[R1] interface Serial 1/0/0
[R1-Serial1/0/0] ipsec policy P1
[R3] interface Serial 2/0/0
[R3-Serial2/0/0] ipsec policy P1
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display ipsec statistics esp A THALATT o

<R1>ping -a 10.0.11.11 10.0.33.33

PING 10.0.33.33: 56 data bytes, press CTRL_C to break

Reply from 10.0.33.33: bytes=56 Sequence=1 tt1=254 time=60 ms

Reply from 10.0.33.33: bytes=56 Sequence=2 ttl=254
time=50 ms

Reply from 10.0.33.33: bytes=56 Sequence=3 ttl=254
time=50 ms

Reply from 10.0.33.33: bytes=56 Sequence=4 ttl=254

time=60 ms
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Reply from 10.0.33.33: bytes=56 Sequence=5 ttl=254

time=50 ms

<RI1>display ipsec statistics esp
Inpacket count 0
Inpacketauth count 0
Inpacketdecap count 0
Outpacket count 0
PktDuplicateDrop count 0
PktSeqNoTooSmallDrop count 0
PktInSAMissDrop count 0
72 BABRE
TEIX LIRS HEAT IPSec MIHALPE, display
ipsec statistics esp £rATHOLUIT 5
<RI>ping-a 10.0.1.1 10.0.3.3
PING 10.0.3.3: 56 data bytes, press CTRL_C to break
Reply from 10.0.3.3: bytes=56 Sequence=1 ttI=255 time=80 ms
Reply from 10.0.3.3: bytes=56 Sequence=2 ttI=255 time=77 ms
Reply from 10.0.3.3: bytes=56 Sequence=3 ttI=255 time=77 ms
Reply from 10.0.3.3: bytes=56 Sequence=4 ttI=255 time=80 ms
Reply from 10.0.3.3: bytes=56 Sequence=5 ttI=255 time=77 ms
<R1>display ipsec statistics esp

Inpacket count : 5
Inpacketauth count 10
Inpacketdecap count :0

Outpacket count : 5

PktDuplicateDrop count 0

PktSeqNoTooSmallDrop count 0

PktInSAMissDrop count 0
8 ZHiE

W HRAET IP BRI 2N S8, SR T
IPsec PIMSAIEFEIR SO, 224 TR M A 5 AR 8E K hy B
B, GE S TR RS BT S S . 4R IPSec
PRI, R, GRS, i ACL & UBSRE, Zxd
IPSec i I8 A B GBRBRCHE TR 23 X5 DI 1) 2% b S EGHEA Tk
PUIfBEE | > Eilad IPSec BRI HEATHE K .

SE K
[1]  FH B LT IPsec VPNFA B S HFGE 7] LI HR
% AR,2020,16(11):4.

[2]  HRBLIPSEC VPNHARLERA AL 190 i 9 BRI £5
H15,2014(12):2.

[3] TR IETH3C HCLAYIPSee VPNSLES 55 FL[J]. 5506 %
W5 5#%,2018(3):4.

[4] 25 LS. IPSec VPN G5 4 Hi-5 S8 07 KL A4 S
K2R (A SRFIERR),2022,41(1):6.


https://kns.cnki.net/kcms/detail/detail.aspx?filename=HBYD201412145&dbcode=CJFQ&dbname=CJFD2014&v=
https://kns.cnki.net/kcms/detail/detail.aspx?filename=SYSY201803033&dbcode=CJFD&dbname=CJFD2018&v=uC-pyR6frLtNxHSPsxuubl-ED__f_ndxM1WOYWTZOh_fq3oTdq0s2jRHHtqkUiMH

